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GDPR Guidance Document  
This Guidance Document provides an overview of the General Data Protection Regulation (GDPR) for 
Irish commercial, retail and community organisations which provide data management services to 
their clients.  
Under the terms of the DP Regulation, such organisations are defined as Data Processors, and meet 
three criteria: 

• Their staff are not employees of the client organisation (they are a completely separate legal 
entity); 

• During the course of their engagement, they process or have access to personal data on behalf 
of their client (defined as the Data Controller); and 

• They process the personal data within the terms of a formal, written contract, known as the 
Data Processor Agreement. 

 
Mindful that relatively few of the many organisations which process personal data are likely to have 
an obligation to appoint a Data Protection Officer, this document is written for organisations who will 
have part-time or ‘informal’ Data Protection Officers, and who may not have many resources at their 
disposal in order to achieve compliance.  
Our objective is that this guidance document provides a helpful summary for this broad audience. 

A bit of history 

Regulation (EU) 2016/679, or the ‘General Data Protection Regulations’ (GDPR), needs to be read in 
a wider legislative context. It draws on principles which were introduced by the Universal 
Declaration of Human Rights (1948), the European Convention of Human Rights (1950) and the 
Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data 
(1981). 
  
A piece of European Union legislation, the GDPR reforms and replaces the legislation previously in 
force across the European Economic Area, Directive 95/46/EC (1995).  
In Ireland, the GDPR will replace the 1988 Data Protection Act and the 2003 Data Protection 
(Amendment) Act. 
 
As an EU ‘regulation’, the GDPR will have direct effect in all EU Member States from 25 May, 2018.  
 

What is all the fuss about? 

Data protection legislation applies to any organisation which gathers, holds or processes the personal 
data of individuals – whether directly, as an employer or business owner, or indirectly, during the 
course of providing businiess services to its clients.  
This processing covers information in relation to an individual’s name, address and phone number, 
but can be as detailed as their bank details, credit card information, purchasing habits, credit record, 
passport details, date of birth or medical condition.  
 
These data management obligations apply to organisations of all types, from commercial retailers to 
social media giants, accounting firms to marketing and printing specialists, and from government 
departments to not-for-profit organisations. 
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The GDPR is creating much of a stir in the regulatory sector as it is a large and complex change of data 
protection legislation at European level. The Directive 95/46/EC was over 20 years old and 
technology, data processing and the way we do business have changed dramatically since then. The 
GDPR will introduce some major changes, including placing liability on organisations to be able to 
demonstrate their compliance, more detail in the engagement contracts between organisations, and 
more substantial monetary fines for breaches of the Regulation.  
 
By introducing the concept of ‘privacy by design’, the GDPR places the manner in which organisations 
process personal data at the heart of the day-to-day focus and decision-making for management and 
staff alike. 
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Key Definitions 

While the GDPR introduces several changes to key concepts in data protection terminology, many of 
the definitions from the 1995 Directive remain unchanged. Personal data continues to be defined as 
‘any information relating to an identified or identifiable natural person’. A Data Subject is ‘an 
identifiable natural person… who can be identified, directly or indirectly, in particular by reference 
to an identifier’.  
 
Examples of personal data are not just a name or an identification number, but also online identifiers 
and location data. Crucially, personal data can also be ‘one or more factors’ combined together, which 
relate to the ‘physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person. For example, a photograph or video footage, combined with a caption, employee ID 
or an identifying scar or tattoo can identify an individual.  
 
The current term ‘sensitive personal data’ as defined by the Irish Data Protection Acts 1988-2003 
will be replaced with so-called special categories of personal data, which still include the 
processing of health data, biometric data, genetic data, as well as information relating to an 
individual’s sexual orientation and religious beliefs. Criminal investigations and an individual’s 
criminal record have been removed from the category, and will be dealt with in a different way by 
the GDPR henceforth. 
 
Processing continues to be defined as both automated and manual and is broadly interpreted. It can 
mean ‘any operation or set of operations which is performed on personal data or a set of personal 
data’. You do not need to view the actual data, but transmitting it, backing up a file or destroying data 
all count as a processing activity, even where the data is encrypted. 
 
A Data Controller is a natural or legal person who ‘determines the purposes and means of processing 
of personal data’.  
 
A Data Processor is a natural or legal person who processes personal data on behalf of and under 
instructions from the Controller, but is not an employee of the Controller. The Data Controller must 
ensure that a formal contract (the ‘Data Processor Agreement’) is in place between the Controller 
and the Processor prior to any processing of the personal data. Data Processors might include third-
party IT service providers, accounting firms, marketing consultancies, operators of loyalty schemes 
and providers of CCTV monitoring and security services. 
 
An accounting firm will, in the course of the provision of its services, have access to highly 
confidential information relating to the business of the organisation, including staff salary details, 
pension information, accounts and bank details. As such, the accounting firm’s access to such data, 
whether as a direct result of its services or as an indirect consequence of providing those services, 
must be protected under the terms of a formal, written contract (the Data Processor Agreement). 
  
Under Irish law, both Controllers and Processors are considered to be legal entities, not individuals. 
This definition applies equally to not-for-profit groups as it does to incorporated organisations and 
limited companies.  
 
The GDPR introduces the concept of Joint Controllers, where two or more controllers jointly 
determine the purposes and means of processing the personal data (for example, two organisations 
collaborating by sharing data with one another for mutual benefit, or to achieve a shared objective, 
but which retain their respective autonomy and discretion regarding their processing of the data). 
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The Seven Principles 

Echoing the current data protection regime, the GDPR relies on seven ‘principles’ contained in Article 
5, which will regulate the processing of personal data. In summary, these are: 
 

1. Lawful, Fair and Transparent Processing: processing personal data needs to be based on 
one or several Lawful Processing Conditions (see below). The Data Subject should have full 
and transparent knowledge of the identity of the parties to the processing, the purposes of 
the processing, the recipients of personal data, the existence of Data Subject rights and 
freedoms, and how to contact the Controller. For example, a Data Controller cannot collect an 
email address for a newsletter subscription without giving full information on the type of 
processing which will occur. In turn, a Data Processor should, in the interests of transparency, 
explain to a Data Subject that it is providing its services of behalf of its client, the Data 
Controller, and is subject to the terms of the Data Processor Agreement. 
 

2. Specified and Lawful Purpose: personal data must be processed only on the basis of one or 
several specified purposes. For example, data which is collected for the purpose of a 
delivering a product or service to the customer’s home cannot automatically be used to target 
the Data Subject with regular direct marketing communications. Separate consent must be 
sought and secured before the customer is added to the Direct Marketing distribution list. For 
the accounting firm, the specific purposes for which they are providing their services should 
be set out within the terms of the Data Processor Agreement prior to any such processing 
taking place. 
 

3. Minimisation of Processing: processing of personal data should be adequate, relevant and 
restricted to what is necessary in relation to the purposes for which they are processed. Not 
only will this relieve the organisation of the burden of performing actions on personal data 
which are not required or necessary, but it will also reduce the overall risk of data breaches. 
For example, where a retailer is running an online competition involving the promotion of 
products containing alcohol, it will be necessary to establish that any participants are aged 
over 18. However, it should not be necessary to seek the entrant’s data of birth. Rather, the 
Data Subject can simply confirm during online registration that he or she is over the 
legitimate age. 
 

4. Accuracy: personal data shall be accurate and where necessary kept up to date. 
Organisations should regularly check data accuracy, and should rectify any incorrect data and 
erase any data which is known to be erroneous or obsolete. This will result in the Data 
Controller having greater confidence in the quality of data analysis, reporting and marketing 
campaigns. In turn, any service provider or Data Processor will need to ensure that the data 
being received from, or processed on behalf of the Data Controller, is as accurate and up-to-
date as necessary in order to provide the required service. 
 

5. Storage Limitation: personal data shall be kept in a form which permits the identification of 
Data Subjects for no longer than is necessary for the purposes for which the personal data is 
processed. Anonymisation or deletion is encouraged in order to minimise the length of time 
that personal data is held by the organisation. Some identifiable data may be kept for 
statistical, scientific or historical research purposes. It may also be in the public interest to 
keep such data. The Data Processor must ensure that its retention of any personal records 
processed during the commercial engagement are retained in line with the client’s Data 
Retention Policy. 
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6. Security and Confidentiality: appropriate technical and organisational measures will be 
implemented to ensure a level of security appropriate to the volume and format of the data, 
its sensitivity, and the risks associated with it. For example, organisations should consider 
appropriate measures to protect or encrypt data when it is being taken out of the office, or 
transported between locations for off-site meetings. Technical measures might include 
password protection on files, encryption of files, CCTV security at their office, etc. 
Organisational measures might include limiting the amount of data which can be accessed by 
different teams or departments, so that data is only accessed by those who ‘need to know’. 
 
Retailers and other organisations are encouraged to regularly carry out internal security 
audits and establish the risks of accidental or unlawful destruction, loss, alteration or 
disclosure of personal data. This includes transmissions to third parties. Here again, the terms 
of the Data Processor Agreement must set out the parameters within which the third party 
service provider protects the security and integrity of the personal data being processed. 
 
7. Liability and Accountability: The GDPR will require any organisation processing the 
personal data (both the Data Controller and the Data Processor) to be able to demonstrate 
the solutions and practices which they have adopted in order to achieve and maintain 
compliance. Where currently the Data Controller carries all liability for DP compliance, the 
GDPR will allow Controllers to delegate or assign some proportion of liability to other parties, 
such as Joint Controllers or Data Processors, through the terms of the Data Processor 
Agreement. 

Lawful Processing Conditions – Personal Data 

Data Controllers and Data Processors will be required to be able to justify their processing of personal 
data, with reference to Lawful Processing Conditions, provided in the Regulation. Under Article 6 of 
the GDPR, the processing of personal data (e.g. name, address, mobile number, e-mail address, etc.) 
will be considered lawful only if at least one of the following conditions applies: 
 

●  Consent: the Data Subject has clearly and willingly agreed to the processing of their personal 
data for one or several purposes. 

●  Contractual Obligation: the processing activity is necessary for the performance of a 
contract directly between the Controller and the Data Subject, or is necessary at the request 
of the Data Subject prior to entering into a contract. The Data Processor can rely on this legal 
basis, as long as the appropriate contract is already in place between the Controller and the 
Data Subject. 

●  Legal Obligation: the processing is necessary for compliance with a legal obligation to which 
the Controller or Processor is subject (e.g. a utility or account service provider might be 
obliged to notify the appropriate authorities where they become concerned about suspicious 
transactional activities which might indicate money-laundering). 

●  Vital Interests: the processing of the personal data is necessary in order to protect the vital 
interests of the Data Subject (i.e. concerns for the person’s life or death). 

●  Public Interest / Official Authority: the processing is necessary for the performance of a 
task carried out in the public interest or in the exercise of an official, regulatory or statutory 
authority, which is vested in the Data Controller, or by extension, in the Data Processor (e.g. 
where an organisation is acting as an agent for the Department of Social Protection, or the 
HSE, in providing a service). 
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●  Legitimate Interest: the processing is necessary for the purposes of the legitimate interests 
pursued by the Controller or the Processor, except where these are overridden by the 
interests or fundamental rights and freedoms of the Data Subject, particularly where he or 
she is a child. 

 

Lawful Processing Conditions – Special Categories of 

Processing 

Special categories of processing by the Controller or Processor (e.g. processing of medical 
information, or information relating to race, religion, political beliefs, etc.), receive an additional level 
of protection under the GDPR. Such processing must be justifiable with reference to at least one 
condition from Article 9 of the Regulation – if this cannot be done, then the organisation should not 
be processing such information. For example, when processing these special categories of personal 
data, the consent of the Data Subject needs to be explicit and cannot be implied or assumed.  
 
The full list of Conditions from Article 9 is as follows: 
 

▪ The Data Subject has given explicit consent to the processing of those personal data for one 
or more specified purposes; or 

▪ The processing is necessary for the purposes of carrying out the obligations of the Controller 
or of the Data Subject in the field of employment and social security and social protection; 
or 

▪ The processing is necessary to protect the vital interests of the Data Subject or of another 
person where the Data Subject is physically or legally incapable of giving consent; or 

▪ The processing is carried out in the course of its legitimate activities with appropriate 
safeguards by a foundation, association or any other non-profit-seeking body with a 
political, philosophical, religious or trade-union aim, in connection with its ethos and 
purposes; or 

▪ The processing relates to personal data which are manifestly made public by the Data 
Subject; or 

▪ The processing is necessary for the establishment, exercise or defence of legal claims or 
whenever courts are acting in their judicial capacity; or 

▪ The processing is necessary for reasons of substantial public interest; or 
▪ The processing is necessary for the purposes of preventive or occupational medicine, for 

the assessment of the working capacity of the employee, medical diagnosis, the provision of 
health or social care or treatment or the management of health or social care systems and 
services pursuant to contract with a health professional; or 

▪ The processing is necessary for reasons of public interest in the area of public health, such 
as protecting against serious cross-border threats to health or ensuring high standards of 
quality and safety of health care and of medicinal products or medical devices; or 

▪ The processing is necessary for archiving purposes in the public interest, or scientific and 
historical research purposes or statistical purposes in accordance with the Regulation. 
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Top Ten Tips - Recommendations when preparing for the 

GDPR 

By way of summary, we recommend that organisations start their journey towards GDPR compliance 
with the following ten tips (please read these suggestions in connection with the rest of the 
document): 
 

1. Assess your current data management status and become accountable: in the course of 
an internal assessment, which involves every department of the organisation, identify all 
types of data processing activities by checking: 

●  Which personal data was obtained from which Data Subject? 
●  On what basis was the data sought, and using what level of consent? 
●  For what purpose or purposes was such data obtained? 
●  Did any excessive and unnecessary processing occur since?  
●  Has the data been kept accurate and up to date? 
●  How long will the data be retained?  
●  Are Data Processors (third party service providers) involved in the processing? 
●  Alternatively, is your organisation a Data Processor providing data management 

services to your clients? 
●  Does the Data Processor Agreement make clear to the Data Processors the retention 

period and contractual obligations? 
●  Is the data safe and secure?  
●  Have we implemented adequate organisational and technical measures to ensure its 

security?  
●  Who can access the data and where and how is it stored?  
●  Is it encrypted or pseudonymised? 
●  How will it be shared and which type of data processing agreements are in place?  
●  Are international protection mechanisms necessary, and if so, are they in place? 

 
2. Establish the legal basis and consent: for any organisation, establishing a solid database, 

which meets at least one of the lawful processing conditions, is vital for its ongoing marketing 
campaigns, communications and promotional activities. All lawful processing conditions 
need to be defined and corresponding consents need to be recorded. Communication 
preferences have to be noted on the customer database. Under the GDPR, organisations will 
be required to show evidence of how the data was acquired, and the legal basis for which it 
was acquired. Where necessary, a quality review exercise may have to be conducted in order 
to ‘firm up’ the data quality. Particular attention needs to be given to the consent acquired for 
processing of data relating to children and to special categories of processing. 
 

3. Differentiate processing activities: in line with its Lawful Processing Conditions and any 
consent recorded in this regard, organisations should ensure that any communication and 
marketing activities are clearly differentiated according to purpose. For example, a clear 
delineation needs to be drawn between servicing communications relating to the services 
being offered by the organisation (for example, the acknowledgement sent to a customer 
when they pay for a product or service) and marketing messages intended to raise awareness 
about new products and services. One set of communications should not ‘bleed into’ the other 
without setting the appropriate expectations with the recipients. 
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4. Subject Access Requests and other Rights: organisations need to adequately prepare for 
such requests and ensure that all rights and freedoms of Data Subjects are sufficiently 
protected. 
 

5. Data Protection Officer: a Data Protection Officer (DPO) needs to be appointed by law in 
certain circumstances, but it is recommended best practice to appoint such a role in any 
organisation which processes special categories of personal data. This is not a ‘stand-alone’ 
role, and can be added to the responsibilities of an existing staff member.  
 
Furthermore, the GDPR permits several organisations to collaborate and ‘share’ a single Data 
Protection Officer. This is something that should be considered by a group of smaller 
organisations operating in the same area or which provide a similar service. 
 

6. Processing Logs: all data processing activities need to be logged in a transparent and 
auditable manner in a tracking system or spreadsheet. It is recommended that the Data 
Protection Officer or nominated DP person within the organisation, where appointed, takes 
overall responsibility for managing such a system. This is crucial for complying with the 
evidence-based approach, which will be set in place by the GDPR, as unannounced audits 
from the Office of the Data Protection Commissioner are possible any time after May 2018. 
The Regulation sets out separate headings for the description of the processing activities of 
Data Controllers and Data Processors, both of which are attached in the Appendices of this 
guidance document. 
 

7. Detecting and Reporting Data Breaches: suitable internal reporting structures must be in 
place to ensure that all staff find, report and investigate breaches in accordance with the law 
and, in turn, notify the Office of the Data Protection Commission and the Data Subject where 
necessary. Such breaches and the way they were dealt with need to be logged. This reporting 
activity can be the responsibility of the Data Protection Officer. The primary obligation to 
report such a breach rests with the Data Controller. Where the Data Processor becomes 
aware of a breach, it is their obligation to report the details to the Data Controller (their client) 
as soon as possible, in order to enable the client to meet its reporting obligations to the 
supervisory authority. 
 

8. Privacy Impact Assessments: the organisation needs to apply the ‘Privacy by Design and 
Default’ principle into its operations and carry out Privacy Impact Assessments on a regular 
basis, where this is required by law. In brief, the GDPR requires that, where any proposed 
change to a system or operational process introduces risk to the processing of personal data, 
the organisation must conduct a risk assessment and design appropriate measures to 
mitigate or reduce the impact of these perceived risks. Cooperation with, and notification of 
risks to, the Office of the Data Protection Commission may be required. 
 

9. International Transfers: where transfers to organisations in non-EU countries take place, 
the Controller and Processor need to ensure that suitable security safeguards are in place – 
including audits, contractual terms or processing conditions.  
 

      10.  Supervisory Authorities: Each EU jurisdiction will have an authorised body for ensuring 
compliance with the GDPR. Irish organsiations in both the retail, commercial, voluntary and 
charity sectors will report to the Irish Office of the Data Protection Commission (DPC), via the 
Commission’s web-site at www.dataprotection.ie. 
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Consent - Current Law 

In preparation for the GDPR, organisations are advised to check the quality of the personal data they 
hold, and the quality of consent for direct marketing purposes in particular. One of the primary 
sources of complaints with the Office of the Irish Data Protection Commission is the lack of clear 
consent for electronic direct marketing, i.e. the recipient of a promotional message disputing the fact 
that they ever gave consent, or claiming that they had declined to give consent and were nonetheless 
contacted. 
 
Aside from using data for Direct Marketing purposes, many organisations rely on the consent of their 
customers on a day-to-day basis. It is important, therefore, that this consent is freely given and that 
the implications of giving consent are clearly understood by the Data Subject. 
 
In the context of Direct Marketing, the current legislation differentiates between new and existing 
customers or donors when it comes to consent: 
 

New Customers  Existing Customers  

Post: No prior consent required, but all 
promotional messages must offer the recipient 
a free and easy-to-use option to opt out from 
receiving further messages. 

Post: No prior consent is required, as long as 
the individual was given the option to opt out 
at the time their data was acquired. All 
promotional messages must offer the recipient 
a free and easy-to-use option to opt out from 
receiving further messages. 

SMS messages and e-mail: Explicit prior 
consent is required to use personal contact 
details for marketing purposes; where consent 
is received, use the data for that purpose at 
least once in each 12-month period; and each 
message must remind the recipient that they 
have a free and easy-to-use option to opt out 
from receiving further messages. 

SMS messages and e-mail: Explicit prior 
consent is required. Where such consent was 
given, recipient must have had the option to 
opt out at the time their data was acquired 
initially, as well as in subsequent marketing 
messages. Personal data can continue to be 
used for direct marketing purposes if the data 
is used for that purpose at least once in each 
12-month period from the date it is acquired; 
and each message must remind the recipient 
that they have a free and easy-to-use option to 
opt out from receiving further messages. 

Calls to land-line and mobile phones: Prior 
and explicit consent is required for marketing 
where the number is listed in the National 
Directory Database (NDD). Where consent is 
given, data for that purpose must be used at 
least once in each 12-month period; and each 
time the recipient must get a free and easy-to-
use option to opt out from receiving further 
messages. No prior consent is needed where 
the number is not on the NDD. 

Calls to land-line and mobile phones: Where 
such consent was given at acquisition, recipient 
must have had the option to opt out at the time 
their data was acquired initially, as well as in 
subsequent marketing messages. Personal data 
can continue to be used for direct marketing 
purposes if the data is used for that purpose at 
least once in each 12-month period from the 
date it is acquired; and each message must 
remind the recipient that they have a free and 
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easy-to-use option to opt out from receiving 
further messages. 

 
“Double Opt in” for Charities 
When it comes to direct marketing and fund-raising, the ‘double opt-in’ principle applies to all Irish 
not-for-profit organisations. It is not sufficient that an individual donates to a particular organisation 
or campaign in order for their details to be added to the charity’s direct marketing list – separate, 
clear consent must be acquired for this purpose. 
 
Data Processor Liability 
Where the Data Processor is relying on consent for the purposes of providing its service to the Data 
Controller, the Data Processor must insist on the Controller being able to vouch for the quality and 
accuracy of this consent.  
We strongly recommend that the Processor protects its reputation by placing a contractual obligation 
on the Data Processor Agreement, obliging the Controller to verify the accuracy of the Data Subject’s 
consent prior to processing. 
 
It is as important for the Data Processor to be able to have confidence in the quality of such data, 
since the Processor (the accountant, IT Services or marketing firm) can be held liable for unlawful or 
non-compliant processing of such data where the consent is inadequate or out of date. 

Consent Under the GDPR  

The GDPR has introduced a new definition of consent for all data processing purposes, not just for 
Direct Marketing. Consent must now be any ‘freely given, specific, informed and unambiguous 
indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, 
signifies agreement to the processing of personal data relating to him or her’. (Article 4.11) 
 
In order to comply with this standard, organisations will need to be able to: 
 

●  Explain when and how they acquired the personal data of the Data Subject; 
●  Explain the purpose or purposes for which the data was acquired; 
●  Demonstrate the quality of the consent they have received (this requires organisations to 

keep a record of the interaction with the Data Subject at the point of collecting his or her 
consent). 

 
These more stringent criteria are likely to raise some challenges for organisations with regard to the 
consent they have for marketing and other purposes. The GDPR obligations will apply, from May 
2018, to any personal data which the organisation gathered prior to that date and is still processing 
or intending to process (legacy data). There is a natural concern that the data they acquired in the 
past will not meet these stricter GDPR criteria. 
 
In turn, data which the Data Processor acquired from its clients prior to May, 2018 may need to be 
reviewed to ensure that it meets these standards for consent required under the new Regulation. 
 
The guidance from the Office of the Irish Data Protection Commission is that data can only continue 
to be used for Direct Marketing purposes where the quality of consent can be shown to meet this 
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standard. In this regard, the GDPR states in a recital that processing, which is already under way on 
25 May 2018, should be brought into conformity with the Regulation.  
 
This will mean that organisations will need to review the quality of the data they already hold, and 
ensure that it meets the new consent criteria prior to May, 2018. Otherwise, it may no longer be 
possible to use consent as the basis for processing the data, and another Lawful Condition will need 
to be provided for that purpose. 
 
Data Processors should work closely with their clients to review the quality of such data, and to 
ensure that any processing which takes place from May 25th, 2018 onwards will meet these 
standards. 
 
Where processing is based on consent, it is not necessary for the Data Subject to give his or her 
consent again if the original consent is in line with the conditions of the Regulation. In such 
circumstances, the Controller and the Processor can simply continue to use the data as before. 
 
However, where the original consent does not meet these criteria, it may be necessary for the 
Controller and Processor to conduct a data quality review prior to conducting any further processing 
of the data. 
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Consent - Preparing for GDPR Compliance 

In preparation for the GDPR, we recommend that organisations take the following steps: 
 

1. Review the current list of personal data which is intended for use in direct marketing 
campaigns; 

2. Assess the quality of the consent acquired from these individuals against the criteria provided 
above. 

 
Secondly, on the basis of these assessments, organisations can classify their data into three 
categories: Gold, Silver and Bronze. 
 
 

‘Gold Standard’ ‘Silver Standard’ ‘Bronze Standard’ 

This applies to those sets of 
personal data which meet the 
acceptable criteria of the 
GDPR, and there is confidence 
that the individual continues 
to support the organisation. 

Personal data does not meet 
the stringent GDPR criteria. 
Records may be missing, no 
consent was actively sought or 
the data was not used in the 
most recent 12-month period. 

There is no confidence 
regarding the manner in which 
the data was acquired, and no 
evidence that there has been 
any interaction or response 
from the individuals during 
previous campaigns. 

This database will instantly 
form the core distribution list 
for future direct marketing 
campaigns. 

Further work is required in 
order to bring this data up to 
the required standard. A 
‘Principle 4 Campaign’ is 
recommended. 

The organisation should 
consider removing this data 
altogether, on the basis that 
sanctions and damage to the 
brand will likely outweigh the 
benefits of any campaign. 

Risk level: Low.  
A complaint is unlikely. 

Risk level: Medium.  
A complaint may occur, a 
defense to this complaint may 
be inadequate, and further 
work needs to be done. 

Risk level: High.  
A complaint about unsolicited 
marketing is likely, and any 
defense to this complaint is 
likely to be inadequate. 
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Consent Quality Review Exercise - “Principle 4 Campaign” 

The ‘Principle 4 Campaign’ is a Sytorus term for a quality review (carried out on the basis of the 
‘Accuracy’ Principle of the GDPR): 
 

●  Accuracy: Establish accurate records of personal details; and 
●  Currency (up-to-date): Ensure that all contact details are up-to-date. 

 
A quality review exercise of this nature should be carried out where there is uncertainty over the 
quality of consent given previously (‘Silver’ data, as above). Where certainty already exists, Data 
Subjects do not need to be contacted in this way.  
Both the Controller and the Processor have a vested interest in ensuring that the data they are using 
and processing meets the quality standard required by the GDPR. 
 
When carried out correctly, the ‘Principle 4 Campaign’ may also allow the Controller and the 
Processor to: 
 

●  Product and Service preferences: Verify the individual’s current status and preferences 
with regard to the organisation’s products and services, raising confidence in the quality and 
compliance of the services being provided; and 

●  Direct Marketing preferences: Understand and update, where necessary, the individual’s 
preferences with regard to electronic or postal direct marketing. 

 
Please Note: The ‘Principle 4 Campaign’ must be conducted as a data quality exercise – it would be 
a direct breach of the Legislation to include ANY marketing aspect or content in this dialogue with 
the client. It must be the organisation’s intention to use the campaign solely to enhance the quality of 
the personal data already held, and to gain confidence regarding the quality and accuracy of that data. 
 
In a third step, applying clean data management procedures will ensure that those Data Subjects who 
indicate their consent to be contacted for marketing purposes can be added to the ‘Gold Standard’ 
listing. 
 
Those who exercise their right to ‘opt out’ and indicate they no longer wish to be contacted should 
be marked as “Do Not Contact” (DNC) for marketing purposes, and should only be retained further 
by the organisation if there is an appropriate operational or contractual reason to do so.   
 
Where the Data Processor conducts the data clean-up campaign on behalf of its client, we strongly 
recommend that, once this exercise is completed, the Processor provides the updated data to the 
client organisation as a new base-line for any future processing activities.  
 
It will be the primary responsibility of the Data Controller to consolidate and maintain a single, 
consistent list of its clients/donors which is updated regularly and provides an accurate view of 
customer preferences. 
 
Finally, the organisation must review its registration and customer application forms (competitions 
entry forms, web-site query facility, etc.) to ensure that, from this point forward, any personal data 
acquired from Data Subjects offers the appropriate options to actively opt in, or to opt out and decline 
future marketing contact, etc. 
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Data Subject Rights and Freedoms 

Besides the Seven Principles above, the GDPR strengthens existing rights and freedoms of the Data 
Subject and introduces new rights and freedoms. The Data Subject is any living individual to whom 
the personal data relates. 
 
Where the Data Processor is providing a data management service to the Data Controller (its 
client), the primary responsibility for responding to a Data Subject in relation to these Rights rests 
with the Data Controller.  
 
Where a Data Subject invokes his or her rights to a Data Processor directly (e.g. requesting a copy of 
their personal data), the Data Processor should refer this request to the Data Controller as soon as 
possible, and should then await any instructions which the Data Controller might give in relation to 
an appropriate and timely response. 
 
These new rights and freedoms are: 
 

●  Right to be Forgotten: this right to erasure of personal data allows the Data Subject to 
request from the Controller the deletion of personal data, without undue delay, on 
particular grounds. In particular, this right is important for organisations where they may 
have collected personal data from a child in the past and where, as an adult, the Data 
Subject now has a different viewpoint of the risks involved in the processing. (Note that the 
general age of consent under the GDPR for some social media services is 16 years); 
 

●  Right to Restriction of Processing: in certain circumstances, the Data Subject can request 
the Controller to restrict processing either permanently or temporarily. For example, the 
accuracy of data may be contested, there may be concerns that the processing may be 
unlawful or there are queries over the legitimate interests of the Controller overriding the 
rights and freedoms of the Data Subject. A Data Subject could ask the Controller not to 
publish a photograph from a fundraising or promotional event showing his or her face, for 
example, until the lawful processing condition for this is clarified. 
 

●  Right to Object to Certain Processing: the Data Subject is entitled to object to the 
processing of their personal data based on his or her situation, preference or state of mind. 
Where data is processed, for example, for the purpose of direct marketing, consent may be 
withdrawn at any time and free of charge. An objection to processing may be overridden in 
certain circumstances. For example, Irish law may require the Controller to continue 
keeping sales receipts or payment records for financial auditing reasons. However, the 
organisation has to bear in mind that the burden of complying with such an overriding 
obligation rests with the Controller, not with the Data Subject.  
 

●  Right to Data Portability: where a Data Subject is moving their account from one provider 
to another (e.g. switching utility companies), the Data Subject should be able to receive a 
copy of his or her personal data in a structured, commonly used, machine-readable format. 
There are some exceptions to this right. 
 

●  Right of Access to Information: where the Data Subject submits a written request, the 
Controller must provide a copy of any information relating to the Data Subject without 
undue delay and at the latest, within one month of receipt of the request. Any reference to 
other individuals in the data must be removed or redacted before the information is handed 
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over. This deadline may be extended to two months in certain situations. There will be no 
fee for this facility under the GDPR. 
 

●  Right to Complain, Right to Judicial Remedy: where a Data Subject is not satisfied that 
the Controller adhered to its obligations under the GDPR, he or she can consider bringing a 
complaint to the Irish Data Protection Commission or can seek a judicial remedy in the Irish 
courts. 
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Profiling and Automated Decisions 

Under the GDPR, the Data Subject will enjoy certain rights where they are profiled, or where 
automated decision-making takes place using their personal data. As these are important topics for 
the Irish retail, utility, financial services, community, voluntary and charity sectors specifically, they 
are given greater attention in this guidance manual.  
 
The word ‘profiling’ is understood in everyday life as a type of analysis of a person’s characteristics 
and information in order to assess and predict their behaviour, preferences or capabilities. Often, it 
leads to the categorisation of Data Subjects into different groupings or data-sets, where such 
groupings can be treated or considered differently. In most cases, profiling is done without the 
individual’s prior knowledge. 
 
The GDPR, by contrast, defines processing as an automated activity. Profiling is ‘any form of 
automated processing of personal data consisting of the use of personal data to evaluate certain 
personal aspects relating to a natural person’.  
 
Given examples relate to an individual’s likely behaviour, their reliability based on past performance, 
as well as their interests and personal preferences.  
 
Where an organisation uses an automated system or application in order to categorise personal data 
into groups of people who are likely to be interested in a particular marketing or promotional 
campaign, or who qualify for specific treatment or reporting, this is profiling as defined by the GDPR. 
 
In turn, the processing being conducted by a third party may necessarily involve such profiling, and 
as such, must comply with the GDPR. 
 
Using today’s technological capabilities, organisations can determine, analyse and predict people’s 
interests and habits to sophisticated standards and often without them realising fully the extent of 
the analysis that is being carried out. This contravenes the Principle that processing needs to be done 
in a fair and transparent manner (Principle 1).  
 
As a result, Data Controllers and Data Processors need to assess and evaluate their profiling activities 
according to the Seven Principles above. For example, they need to: 
 

●  Fair, lawful and transparent: give full and easy-to-understand information on their 
processes and establish lawful processing conditions in relation to profiling. 

●  Specified and Lawful Purpose: define a specific purpose for the profiling, rather than 
leaving such activities open-ended or indiscriminate. 

●  Minimisation: ensure that the minimum amount of personal data is acquired and used in the 
course of a profiling activity; restrict visibility to data in the course of profiling by applying 
pseudonymisation techniques. 

●  Accurate and up-to-date: put regular checks in place to ensure the accuracy of the data used 
and that, as far as possible, all preferences of the Data Subject are up to date. 

●  Retention: define the retention period for which personal data is held in this context and 
where possible, anonymise data as soon as possible.  

●  Safety and security: implement adequate organisational and technical measures to keep the 
data safe both in terms of human error as well as IT systems. Train all staff appropriately. 

●  Liability: where other parties are involved in the profiling activity, delineate liability and 
ensure full transparency. 
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The GDPR requires further that where a Data Controller or Data Processor makes a decision or offers 
a service based solely on automated processing, including profiling, the Data Subject will have the 
right not to be subject to such a decision. It is important here to note, though, that this only applies 
where the decision in question produces ‘legal effects’ or an effect which ‘significantly affects’ the 
individual concerned.  
 
As ever, exemptions apply. 
 
In summary, organisations should heed the consent of the Data Subject as follows: 
 

Profiling Decision based on automated processing 
with legal or similar effect 

Prior consent is not necessary, but Data Subject 
should be able to opt-out at any stage. Full 
information concerning the profiling activity 
needs to be provided to the Data Subject at first 
point of contact. 

Prior consent is necessary - the GDPR says that 
the individual has ‘a right not to be subject’ to 
such decisions, so the default is that the Data 
Subject is offered a choice with regard to such 
activities.  

Example: “We may tailor our communications 
with you, including our marketing campaigns, 
based on analytics we perform on the data you 
provided to us in the course of (interaction). You 
may ask not to be included in such analytical 
operations by contacting our Data Protection 
Officer (details).” 

Where an individual applies through an 
organisation to be considered for a financial 
product or loan, this evaluation might be 
offered on-line via an automated decision-
making process – the individual must be given 
the option to apply using an alternative means, 
for example, to speak with a member of staff 
and have their application considered by a 
person, rather than solely by the system or 
automated process. 

Any objection will need to be accurately 
recorded in the database of the organisation 
and taken into account during any future 
profiling activity. 

Where such a scenario does arise, prior consent 
needs to be recorded in the database, or an 
alternative decision-making process needs to 
be made available 
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Subject Access Requests 

 
The Data Subject will have the right of access to their personal data which was collected concerning 
him or her and can exercise that right easily and free of charge, in order to be aware of, and verify, 
the lawfulness of any processing which is being conducted. The organisation must respond within 
one month of receiving the valid, written request. 
 
Every Data Subject has the right to know, from the Data Controller: 
 

●  Who processed their personal data where, when and how; 
●  Why such data was processed; 
●  For how long such data was processed; 
●  The recipients of the personal data; 
●  Where applicable, the logic involved in automatic processing, including profiling and the 

consequences of such processing. 
 

In addition, the requestor will be entitled to a copy of any personal information held by the 
organisation which relates to him or her. Some exemptions apply. 
 
This may include any information held by the organisation which relates to the individual personally. 
It may also include data concerning profiling and direct marketing. Any organisations holding and 
processing personal data must be prepared for such a request and have a set of procedures in place 
to deal with this. Some exemptions and derogations are available, but only in very limited 
circumstances. 
 
Where the personal data might be held by a third party on behalf of the organisation (e.g. by a Data 
Processor), the organisation (Data Controller) needs to ensure that the Data Processor contract 
covers any circumstances where the third party will be obliged to assist in responding to a Subject 
Access Request.  
 
As the Data Controller, the organisation processing the data must ensure that there is no delay in 
responding, even where some proportion of the personal data may need to be collected from a third 
party. 
 
In turn, where the Data Processor receives a request from the Data Subject, invoking his or her rights 
under the Regulation, the Processor must ensure that the request is forwarded to the Data Controller 
as soon as possible. The Processor must then await any instructions from the Data Controller with 
regard to how it should respond to the request. 
 
The Data Processor should not respond to the request directly, unless specifically authorised to do 
so within the terms of the Data Processor Agreement. 
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Obligations on Data Controllers  

The GDPR will introduce procedural obligations on organisations who are involved in the processing 
of personal data, in particular, the Data Controller and the Data Processor. Whilst some liability may 
be apportioned to the Data Processor or another Joint Controller, the Data Controller is the party 
which is principally responsible for the processing of the data in question. 
 
Key responsibilities will include: 
 

●  Process logging: every processing activity needs to be recorded in a tracking system, which 
is maintained on an ongoing basis; adequate, documented reports on such processing activity 
needs to be available when requested by the Office of the Data Protection Commission 
(unannounced audits are permissible under the GDPR); the log must include such details as 
the parties involved, the purpose of the processing, the categories of personal data and Data 
Subjects, the recipients, any transfers outside the European Union, and so forth.  
As such, the obligation to document a data processing log replaces the current system of 
registering with the Office of the Data Protection Commission. The Processing log becomes a 
key mechanism to demonstrate compliance in the future. Process Logging only applies to 
organisations with more than 250 employees, but some smaller organisations will also have 
this obligation where they regularly process sensitive data or conduct special categories of 
processing. 
 

●  Logging breaches: any personal data breaches of which the Controller or Processor are 
aware must be documented, in line with the processing log system described above.  
 

●  Breach notification to the Office of the Data Protection Commission: only breaches 
which are likely ‘to result in a risk for the rights and freedoms of individuals’ will need to be 
reported, but that is a broad definition and the deadline is 72 hours from becoming aware of 
such an incident. Any delay in reporting, beyond that point, must be explained with a 
reasonable justification. 
 

●  Breach notification to the Data Subject: such notification, which must be given ‘without 
undue delay’, must be made where the Controller is aware of an incident which exposes the 
data or the rights and freedoms of the Data Subject to risk. Certain encryption or 
pseudonymisation techniques may prevent the Controller or Processor from having to notify 
the Data Subject, e.g. where a device containing personal data is lost or stolen, but the device 
itself is encrypted, the data is considered safe and no notification to the Data Subjects is 
necessary. 
 

●  Data Processing Contracts: the GDPR will require the Controller to enter into a Data 
Processing Agreement with each Data Processor who is involved in the processing of 
personal data on the Controller’s behalf. This contract needs to be in writing and must cover 
certain basic requirements, such as guarantees concerning the safety and security of data, 
auditing rights, cooperation concerning the rights and freedoms of Data Subjects and so forth. 
A similar written agreement needs to be put in place where the Controller enters other 
arrangements, e.g. between two organisations in a group hierarchy; between Joint 
Controllers or where several Processors work together in one processing activity. 
 

●  Sub-contracting: the Controller needs to be aware that where a Data Processor enlists 
another processor for carrying out specific processing activities on behalf of the Controller, it 
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will be the responsibility for that Processor to ensure that the same level of protection exists 
for the data during this element of the processing, as exists between the Controller and the 
initial Processor. In the retail sector, an example could be where a data analytics company 
carries out a profiling activity on a database belonging to a retailer, but in turn uses a self-
employed consultant who works side-by-side with its in-house employees. In this case, the 
clauses of the data processing agreement between retailer and the analytics company must 
be mirrored in the data processing agreement between the analytics company and the self-
employed consultant. 
 

●  Privacy Impact Assessments: where a significant change to data processing operations are 
likely to result in a high risk to the rights and freedoms of the Data Subject, the Data Controller 
will be required to carry out a Privacy Impact Assessment in order to evaluate the risks 
inherent in such changes. In particular, attention has to be given to the origin, the nature and 
the severity of the risk in question.  
The results of this Impact Assessment must be documented and retained, and must be made 
available to the Office of the DP Commission (ODPC) on request. Any identified ‘high risk’ has 
to result in the Controller engaging with the ODPC before the processing activity in question 
begins.  

 
●  Data Protection by Design and Default: in line with the requirement to carry out a Privacy 

Impact Assessment, the principles of ‘Data Protection by Design’ and ‘Data Protection by 
Default’ place privacy and the rights and freedoms of the Data Subject at the heart of any 
current or future processing activity. In a retail context, this can include direct marketing, 
profiling, analytics, outsourcing of services and upgrading of the back office database. It may 
also capture all data processing activities and how, after writing processing logs, the 
organisation intends to minimise any processing in question and ensure that no unnecessary 
actions on personal data are taken. 
The Controller should ensure that any Data Processor who will be involved in the proposed 
processing of the personal data will be involved in, and have a contribution to the Privacy 
Impact Assessment. 



Page | 23 
 

Data Protection Officer 

The Data Protection Officer (‘DPO’) plays a key role in ensuring that the Data Controller and the Data 
Processor are compliant with the complex requirements of the GDPR. Under the Regulation, a DPO 
must be appointed by the Controller or Processor where one of the following criteria applies: 
 

• where the organisation processes data in a manner which requires ‘regular and systematic 
monitoring of Data Subjects on a large scale’ (‘large scale’ is not defined in the GDPR, but is 
considered to meet where such monitoring is a core and essential element of the 
organisation’s data processing service); 

• where the data processing activities ‘consist of processing on a large scale of special 
categories of data’; or 

• where the organisation is a public body or has statutory authority, or processes personal data 
on behalf of such an organisation. 

 
In our experience, many smaller organisations regularly process special categories of personal data 
– data relating to an individual’s physical and mental health and well-being, ethnicity, religious 
beliefs, trade union membership, etc.  
 
Even where such a mandatory obligation to appoint a DPO may not exist, we recommend that both 
Data Controllers and Processors nonetheless consider the training and appointment of a member of 
staff to be responsible and knowledgeable regarding Data Protection within the organisation (the 
‘Data Protection Champion’). Ultimately, this can only assist with raising staff awareness, embedding 
good data management practices, and making an organisation data protection compliant. 
 
Key features of this new role are: 

●  The DPO or DP Champion can be part-time, but no conflict of interest should impact his or 
her independence and impartiality when carrying out the role, which is why 
recommendations were made at European level that persons who take managerial decisions 
may not be suitable as DPOs (in particular, senior managers in HR, Marketing, Fund-Raising 
and IT would be considered to have a conflict of interest); 

●  The DPO may be an existing staff member or the role may be outsourced, but the candidate 
must demonstrate expert knowledge of the legislation, be sufficiently qualified and 
experienced, and understand the business model and data processing activities of the 
organisation in question; 

●  A direct reporting line to senior management should be established, so that the DPO can 
clearly report on data processing compliance, notify in the event of incidents and make 
suitable recommendations; 

●  The DPO must have sufficient resources available to him or her to do their job; 
●  The DPO cannot be penalised for his or her decisions, actions and recommendations in certain 

circumstances, and needs to be supported in an inclusive, collaborative manner. 
 
The DPO will be required to: 

●  Inform and advise the organisation’s management and employees; 
●  Monitor compliance; 
●  Assign responsibilities, raise awareness, provide training and conduct internal audits; 
●  Provide advice where requested and carry out Privacy Impact Assessments; 
●  Cooperate fully with the Office of the Data Protection Commissioner; 
●  Act as the contact point for the Commissioner, the authorities, the Data Subject and the public. 
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Further information will be available to DPO’s and organisations in the coming months as the Office 
of the Data Protection Commission, as well as relevant European institutions and bodies, provide 
greater guidance in respect of this role.  
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Data Sharing and Overseas Transfers 

Flows of personal data to and from Ireland can be substantial, particularly where organsations share 
data with their headquarters office in another jurisdiction. Such transfers of personal data could 
involve: 
 

●  Using services of third parties who are not in the European Union, such as a data analytics 
service or cloud hosting provider in the United States of America; 

●  Sharing personal data with friendly, like-minded partner organisations; 
●  Where an Irish organisation belongs to a global network, sharing data within that group; 
●  An international organisation processing personal data during the course of providing 

humanitarian services ‘in the field’. 
 
The increase of flows of personal data outside the European Union has raised new challenges and the 
legislators of the GDPR hope to ensure that this does not undermine the rights and freedoms of the 
Data Subject. Transfers to third countries may only be carried out in full compliance with the GDPR. 
Transfers may occur: 
 

●  Where a country outside the European Union enjoys the status of ‘adequacy’ (note that the 
United States of America does not currently enjoy this status – to date, only ten countries 
world-wide have applied for and received this status); 

●  Where appropriate safeguards are in place, such as Binding Corporate Rules or Special 
Contractual Clauses in Model Contracts.  

 
In the case of data transfers to and from the USA, the EU-US Privacy Shield is in place, which requires 
US companies to comply with certain principles and a defined enforcement regime. This Privacy 
Shield, together with the other international safeguards, are under constant review on an Irish and 
European level. DPOs and their respective organisations need to keep a watchful eye on 
developments in this area. 
 
Where the Data Subject has given explicit consent or the transfer is necessary for specific reasons as 
defined in the GDPR, the international protection mechanisms do not need to apply. It is therefore 
important for organisations to check which information about the intended processing was provided 
to the Data Subject at the point of first contact, and the clarity of consent which was obtained in 
relation to transfers of personal data overseas.  
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Supervisory Authorities 

Irish organisations will report to the Office of the Irish Data Protection Commission, the ‘Supervisory 
Authority’, as defined by the GDPR. 
 
A noteworthy exception occurs where cross-border processing takes place and the decision 
concerning such cross-border processing are taken in another country. For example, one office of an 
organisation might be based in Dublin, but its international headquarters, responsible for its data 
management policy, might be based elsewhere within the EU.  
 
Where such policy decisions are taken in another European country, the Supervisory Authority in 
that country becomes the ‘Lead Supervisory Authority’ and takes ownership of the matter, in 
cooperation with the Irish Commissioner.  
 
Where the decisions are taken in a country which is outside the European Union, the legal entity who 
takes such a decision needs to appoint a ‘nominated representative’ inside the European Union, who 
will in turn report to the Supervisory Authority of the country in which it is processing personal data. 
 
These are complex new developments in the data protection compliance framework and further 
guidance is expected from the Commissioner and other relevant bodies in the coming months. In the 
meantime, it is essential for Irish organisations to examine their operations to establish whether or 
not any cross-border processing takes place. As the GDPR embeds in the Irish legal framework, 
Controllers and Processors need to watch this developing space and keep up to date with new 
guidance. 
 
Sytorus will continue to monitor these developments, and will expand on this guidance for the sector 
as soon as it is available. 
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Top 10 Do’s and Don’ts for Organisations 

 

DO! DON’T! 

Do carry out an assessment and prepare for the 
GDPR in a systematic manner on the basis of 
identified risks. This legislation introduces a 
wide range of changes to data protection 
compliance. 

Don’t leave it to the last minute - your 
organisation handles more data and in more 
complex ways than you might think, and it will 
take time to get ready for the GDPR! 

Do appoint a Data Protection Officer or 
‘Champion’ as soon as possible to take 
ownership of this compliance project. 

Don’t allow an untidy database to drag down 
your compliance standards and your good 
reputation. 

Do check your lawful processing conditions, the 
quality of your consents and recording these 
consents on your database. 

Don’t forget to invest in staff training: according 
to studies, human error accounts for more 
breaches than cyberattacks or technical 
malfunctions combined. 

Do include all aspects of your organisation in 
your compliance, as data protection reaches 
from reception all the way to management. 

Don’t transfer data to a country outside the EU 
without adequate safeguards. 

Do carry out Privacy Impact Assessments and 
build ‘privacy by design’ into all your projects. 

Don’t process data with others without having 
an appropriate data processing agreement in 
place. 

Do log your data processing activities in a 
tailored process logging system or report. 

Don’t miss the opportunity, where possible, to 
apportion some element of liability to other 
entities. 

Do prepare for Subject Access Requests, the 
Right to be Forgotten, the Right to Opt out of 
Profiling and other Data Subject rights and 
freedoms. 

Don’t merge servicing and direct marketing 
communication into one undefined message. 

Do put in place systematic data breach 
prevention systems and data breach notification 
systems. Consider both physical measures 
(locks and CCTV), organisational measures 
(different authorisation levels for staff) and 
technological solutions (password protection, 
back-ups and encryption) 

Don’t put your head in the sand when a breach 
occurs - transparently communicate with the 
Office of the Data Protection Commission and 
the Data Subject, where necessary, to prevent 
further escalation or recurrence. 

Do take part in the wider national debate on 
data protection in the Irish retail, utility, 
voluntary and charity sectors – network with 
others in your sector, attend conferences, 
breakfast briefings and other events which can 

Don’t disregard the sanctions and fines of the 
GDPR, as they can be significant and will apply 
equally to the not-for-profit and ‘for profit’ 
sectors. 
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help you stay up to date. 

Do adopt a proactive approach - the more 
transparent and regulated your processing 
activities are, the less exposed you are to risk 
and the more value you get out of daily 
operations. 

Don’t forget about brand value – the biggest 
impact of a data breach is reputational.  
Adhering to best practice data protection 
standards will put your organisation at the 
forefront of developments and shore up trust 
and goodwill from your customers or donors, 
your strategic partners, your service recipients 
and the general public. 

 
 

 
Sytorus are happy to provide this guidance document. Sytorus will continue to work with Irish 
organisations by providing training, advisory and consultancy services with regard to the GDPR and 
its obligations.  
 
Sytorus’ Privacy Engine portal (www.PrivacyEngine.io) offers an ideal solution for DPOs and DP 
Champions to co-ordinate and manage their data protection obligations, both currently and under 
the GDPR, regardless of whether their organisation is acting as a Data Controller or Data Processor. 
 
If you or your organisation have any further questions, or require clarification on any of the points 
made in this document, please don’t hesitate to contact Sytorus at info@sytorus.com. 
 
 
 
  

http://www.privacyengine.io/
mailto:Sytorus
mailto:info@sytorus.com
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Appendix 1 – Data Processing Log for Data Controllers 
 

Company /Organisation: Department/Business Unit:  Date:  

      

Topic Guidance Notes Response 

      

Generic Data Management 
Process 

Recruitment; Sales; Marketing; 
Finance; Health Care; 
Education/Training; Retail 
Services; Communication; 
Membership; Other (Please 
specify)   

      

Sub-Process 

Break the main data 
management process down into 
its various elements   

      

Purpose(s) for the 
processing 

What is the functional or 
operational purpose for which the 
personal data is being processed?   

      

Categories of Personal 
Data 

What personal data is acquired 
and processed in order to satisfy 
the sub-process?   

      

Categories of Sensitive 
Personal Data 

What special categories of 
processing are conducted in order 
to satisfy the process? 
Racial/Ethnic; 
Political/Ideological; Religious 
Beliefs; Trade Union Membership; 
Mental/Physical Health; Sexual 
Orientation;    

      

Categories of Data Subjects 

Who are the Data Subjects? 
Customers, Employees, Donors, 
Patients, Residents, Students, 
Subscribers, Registered Members, 
etc.   

      

Source of the personal data 

From whom is the personal data 
acquired? Directly from the Data 
Subject; through a broker; from a 
public register; through business 
acquisition; Other (Please specify)   
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Lawful basis for processing 
Personal Data (As provided 
in GDPR Article 6) 

Which of the following conditions 
best describes the basis on which 
Logicalis processes the personal 
data: 
1.  consent 
2.  contract 
3.  legal obligation  
4.  vital interests 
5.  public  interest 
6.  legitimate interests   

      

Lawful basis for processing 
Sensitive Personal Data (As 
provided in GDPR Article 9) 

Which of the following conditions 
best describes the basis on which 
Logicalis processes the Sensitive 
Personal Data: 
1.  Explicit Consent 
2. Employment/Social Protection 
3. Vital interests of the DS or 
another person 
4. Not-for-profit organisation 
5. Manifestly made public by the 
DS already 
6. Preparation/defence of legal 
claims 
7. Substantial Public Interest 
8. Preventative or Occupational 
Medicine 
9. Interests of Public Health 
10. Historical archiving   

      

Retention Period for Data 
Category 

Based on operational 
requirements or legal obligations, 
how long will Logicalis intend to 
retain these data records?   

      

System / Platform on which 
data is held 

Where will the data be held and 
processed, while under Logicalis' 
control?   

      

External / Third Party 
Processors involved in 
processing? 

Other than Logicalis employees, 
what organisations are involved 
in the processing of this data?   

      

Status of Contract with 
third party? 

Is there a formal, written contract 
in place with each of these third-
party processors of the data?   
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Location of processing 
activity 

In what jurisdiction will the 
personal data be held and 
processed?   

      

What security measures 
are in place to protect the 
personal data 

What technical and 
organisational security measures 
have been employed in order to 
protect the confidentiality and 
integrity of the personal data?   

   
 
 
  



Page | 32 
 

Appendix 2 – Data Processing Log Questionnaire for Data Processors 
 

Topic Guidance Notes Response 

      

Data Processor: Processing Activity:   

      

Generic Data 
Management Process 

Recruitment; Sales; Marketing; Finance; Health 
Care; Education/Training; Retail Services; 
Communication; Membership; Other (Please 
specify)   

      

Sub-Process 
Break the main data management process down 
into its various elements   

      

Name of the Data 
Controller(s) on whose 
behalf the processing is 
being conducted For whom is the service being provided?   

      

Name of Data Protection 
Officer Where relevant, name of the Controller's DPO?   

      

Categories of Personal 
Data 

What personal data is acquired and processed in 
order to satisfy the sub-process?   

      

Categories of Sensitive 
Personal Data 

What special categories of processing are 
conducted in order to satisfy the process? 
Racial/Ethnic; Political/Ideological; Religious Beliefs; 
Trade Union Membership; Mental/Physical Health; 
Sexual Orientation;    

      

Categories of Data 
Subjects 

Who are the Data Subjects? Customers, Employees, 
Donors, Patients, Residents, Students, Subscribers, 
Registered Members, etc.   

      

Retention Period for Data 
Category 

Based on operational requirements or legal 
obligations, how long will Logicalis intend to retain 
these data records?   

      

Location of processing 
activity 

In what jurisdiction will the personal data be held 
and processed?   
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What security measures 
are in place to protect the 
personal data 

What technical and organisational security 
measures have been employed in order to protect 
the confidentiality and integrity of the personal 
data?   

 


