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THE INSTITUTE OF CERTIFIED PUBLIC ACCOUNTANTS IN IRELAND 

 

 

AUDIT PRACTICE & ASSURANCE SERVICES 

 

PROFESSIONAL 2 EXAMINATION - AUGUST 2019 

 

Time allowed: 3.5 hours plus 20 minutes to read the paper. 
Section A: Answer Question 1 and 
Section B: Answer any two from Questions 2, 3 and 4.  
 

Section A: Question 1 is compulsory. 
 

Case study : Crystal Hotel Group Ltd. (Crystal Group)  
 

1. You are an audit manager in Morgan & Co. Certified Public Accountants and Registered Auditors. The audit 
engagement partner, John Morgan, has called you into his office to discuss a new audit client. You have 
been assigned as the audit manager of Crystal Hotel Group Ltd. (Crystal Group) for the year ended 31 
December 2018. The Group operates a chain of luxury hotels across Ireland. However, as part of a 
continuing growth strategy, it has acquired a new hotel in Paris. You are very excited about auditing this 
luxury group of hotels, and are hoping that you may get to stay in one of the hotels during the audit. 

 
It is now January 2019, and you have recently had a planning meeting with John Morgan, Paul Wilson, the 
managing director of Crystal Group, and Lisa Gribben, the finance director of Crystal Group. From detailed 
discussions with them, you note the following information:  

 
Background information: 
Crystal Group owns five hotels in Ireland (Dublin, Cork, Kerry, Monaghan and Belfast) and one hotel in 
Paris, which was acquired in September 2018. Each hotel operates through a separate legal entity, and 
Crystal Group owns 100% of each entity. The Group prepares consolidated financial statements on an 
annual basis. The Head Office is located in Dublin. In 2018, the Crystal Group had total revenues of €90 
million (2017: €80 million), and operating profits of €8,500,000 (2017: €11,000,000). Lisa Gribben 
explained that all the hotels have been performing well over the last year, with the exception of the hotel in 
Belfast (see Appendix 1). 

 
Information Technology (IT) 
Lisa Gribben highlighted that the Crystal Group relies heavily on the use of information technology (IT) and 
noted that approximately 96% of bookings are made online via its website. The Group invested significantly 
in IT over the last six months, which resulted in an extensive upgrade of its website and the development of 
a user-friendly app. Paul Wilson said, “we have spent a significant amount of money developing our IT 
systems and ensuring they are secure, as the rapid increase in cybercrime in Ireland is frightening.” 

 
Finance team 
Each hotel has a finance team, including a financial controller. At the end of every month, a reporting pack 
is prepared by the financial controller, including a copy of the management accounts, key completed 
reconciliations and detailed commentary on how the hotel has met key performance indicators for that 
particular month. Each reporting pack is submitted to the head office in Dublin, and the group financial 
controller reviews them and performs additional reconciliations. The group financial controller also prepares 
the year-end consolidated financial statements. Lisa has, however, informed you that the group financial 
controller resigned in November 2018 because he could not cope with the pressure of the job. She has not 
yet been able to find a suitable replacement. Lisa has asked if your firm would be able to help with the 
finalisation of the consolidated financial statements for the year ended 31 December 2018, as her team is 
currently struggling to find the time needed.  

 
New acquisition 
The hotel in Paris (Paris Ltd.) was acquired in September 2018 for €8,500,000, and will be included in the 
consolidated financial statements at 31 December 2018. The purchase of the hotel was financed by a bank 



loan. Paul Wilson explained this was a significant investment for the Crystal Group and that a further €2 
million has since been spent on capital expenditure to ensure it meets the exceptionally high standards of 
the Group. Paul Wilson has invited the entire audit team to travel to Paris for the opening of the hotel in 
March 2019 as his guests. He has also assured the team will be treated very well while there.  

 
Valuation of the hotel properties 
The group policy is to value Land and Buildings at fair value. The calculation of fair value and the allocation 
of fair value to Land and Buildings requires significant judgement. Paul Wilson confirmed professional 
valuation experts were appointed to value Land and Buildings at 31 December 2018. Land and Buildings at 
that date were valued at €110 million, representing a revaluation increase of €12 million. 

 
Loans and Borrowings 
During the financial year to 31 December 2018, the Group borrowed €10,500,000 in order to finance the 
purchase of the new hotel in Paris, and to complete the renovation work required. The loan is repayable 
over 10 years and the Group must adhere to strict loan covenants. The bank requires the Group to provide 
management accounts on a quarterly basis: if a loan covenant is breached, the loan may be due for 
repayment immediately. Lisa Gribben has informed you that the group is also struggling to ensure 
management accounts for the quarter ended 31 December 2018 will be submitted within the allocated 
timeframe.  

 
Appendix 1: Hotel in Belfast 

 
Overview: 
- The hotel in Belfast is one of the biggest in the Group, and contributes 25% of total revenue. 
- Although revenue has increased in 2018, profit has fallen significantly due to a number of “special 

offers” in both accommodation rates and the restaurant. Paul Wilson believes the main causes for this 
fall are reduced gross margins (due to the successful uptake of the various special offer promotions 
during the year) and increasing costs (mainly driven by payroll). The number of special offers were 
approved by management in a bid to counter the tough economic environment within which the hotel 
operates and thereby increase revenue.  

- During the year, a new bonus scheme was introduced for both managers and directors in order to 
increase revenue. The bonus is directly linked to revenue. 

- The hotel has four main revenue streams, as outlined below. 
 

1. Accommodation income: 
The hotel has 350 rooms, with average room rates of £225. Paul Wilson informed you that occupancy 
rates average 75% throughout the year, with almost 100% occupancy during the summer months.  

 
In the latter six months of 2018, it was difficult to achieve occupancy targets, as three new hotels were 
opened in the city centre in May 2018. A further two hotels are expected to open next month.  

 
2. Restaurant income: 

The hotel has one restaurant which is open daily for breakfast, lunch and dinner. Paul Wilson 
explained the restaurant incurred significant losses during 2018, due to increased competitor 
offerings.  

 
3. Bar income: 

There are two bars in the hotel and a wide range of drinks is available to both residents and non-
residents. In April 2018, the hotel opened a wine bar, which has proven to be very profitable. 

 
4. Function room income: 

The hotel has a large function room which is ideal for weddings, small conferences and business 
meetings. The function room was renovated in March 2018, and the hotel hosted a wedding fair in 
April 2018. Due to the success of the wedding fair, supplemented with advertising in various media 
outlets, almost all Fridays and Saturdays in 2019 and 2020 have been booked. The average cost of 
a wedding in the hotel is  £15,500 and a deposit of £2,000 is required for each booking.  
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REQUIREMENT: 
 
(a) Draft a memo to the audit partner that outlines FIVE key audit risks in respect of Crystal Group, and 

recommend an appropriate approach to test each highlighted risk. 
 

Note: You may ignore cybercrime and the revenue streams pertinent to the hotel in Belfast as these are 
examined separately in parts (b) and (d) below.          

(21 marks) 
 
(b) In accordance with ISA 315 - Identifying and Assessing the Risks of Material Misstatement through 

Understanding the Entity and its Environment, discuss the key procedures which should be performed to 
assess the risk of cybercrime to the Crystal Group.          

(5 marks) 
 
(c) Describe the additional audit procedures required in relation to engaging the services of a property expert 

to value Land and Buildings. 
     (4 marks) 

 
(d) In relation to the hotel in Belfast (Appendix 1), propose the substantive tests that should be performed to 

gain comfort over each of the four revenue streams.                    
 (12 marks) 

 
(e) Prepare an email to the audit partner assessing any ethical concerns an auditor should have in respect of 

the Crystal Group audit engagement and recommend appropriate safeguards.        
 (8 marks) 

 
[Total: 50 Marks] 
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SECTION B - ANSWER TWO QUESTIONS ONLY 
 
2. You are the audit manager in L&M Certified Public Accountants and Registered Auditors. The below situations 

below have arisen in three unrelated external audit clients of your firm. It is now 1 April 2019 and the year end in 
each case is 31 December 2018. 

 
IT Supplies Ltd. (ITS): 
During the year, ITS was engaged by a customer to test its resilience to a cyber-attack. The customer alleges that 
ITS “brought its system down”, resulting in three days of lost trade. The customer has initiated legal proceedings 
against ITS for negligence. You have reviewed correspondence in relation to the claim and have discussed the 
incident with the solicitor engaged by ITS. The solicitor has stated it is very likely the customer will win the case, 
and has estimated the loss to be within the range of €1,500,000 to €1,600,000. The directors of ITS have not 
recorded a provision in the year-end financial statements, as they believe ITS will win the case. ITS has presented 
a profit before tax of €12,000,000 in the financial statements, and materiality has been calculated at 10% of profit 
before tax. 

 
Natural Slate Company Ltd. (NSC): 
NSC is reliant on the continuing support of its bank to fund operations. The current loan facility expires on 30 
September 2019.  However, the directors expect to be able to renew the facility on similar terms, although they 
have no binding agreement with the bank. The directors have prepared cash-flow forecasts for the year ended 
31 December 2019, based on the assumption that the facility will be renewed. These forecasts indicate that the 
company will be able to meet its liabilities as these fall due. The directors have agreed to include a note to the 
financial statements which fully discloses the situation. The audit report is due to be signed on 30 June 2019. 

 
Central Building Supplies Ltd. (CBS): 
CBS maintains continuous inventory records and, consequently, the company does not perform a physical count 
at the year end. On 5 February 2019, a fire in the office at the CBS warehouse destroyed the company’s inventory 
and despatch records. The physical inventory was not damaged. There were no satisfactory alternative audit 
procedures which could be performed. The company has included an estimated closing inventory figure of 
€805,000 in the financial statements. This estimate represents 5% of total assets and 20% of profit before tax. 

 
REQUIREMENT: 
 
(a) Assess the THREE situations outlined above and state whether the audit report should be modified. Justify your 

conclusions and outline the modifications, if any, to each audit report. 
         (15 marks)

 
(b) Recommend additional procedures that should be undertaken with regards to Natural Slate Company Ltd.’s cash 

flow forecasts prior to signing the audit report.    
(10 marks) 

 
[Total: 25 Marks] 
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3.  
 
(a) In order to ensure that new trainees are aware of the high standards expected of auditors, the audit partner 

responsible for staff training has asked you to prepare some training material on the importance of quality control 
procedures.  

 
REQUIREMENT: 
Prepare a memorandum for the audit trainees, which critically discusses the importance of quality control procedures in 
audit engagements.  

(10 marks) 
 
(b) A&B Ltd. manufactures and supplies windows. You are the audit senior on this audit engagement, and are 

currently working on the audit of trade receivables for the year ended 31 December 2018. Materiality has been 
calculated at €75,000. 

 
A sample of three trade receivable balances was selected at random, and a confirmation was requested for each 
of the three customers below.  

 
Trade receivable Balance per trade Balance per Comments 

receivables listing the confirmation 
A&L Morgan Ltd. €315,100 £235,939 Note 1 
JT Construction Ltd. €565,000 €385,000 Note 2 
Top Class Timber Ltd. €479,000 €414,000 Note 3 

 
The results of the confirmation process are set out in Notes 1 to 3 below: 

 
Note 1: 
During the confirmation process, it was noted that A&L Morgan Ltd. is invoiced and pays in £ sterling. The amount 
confirmed, £235,939, includes invoices for products received to 31 December 2018 worth €315,100 less 
payments made on 28 December 2018 of €50,000 (£44,500). The payment of €50,000 (£44,500) was received 
by A&B Ltd. on 4 January 2019. The balance of £235,939 represents the €265,100 retranslated at the FX rate of 
Euro/GBP: €1/£0.89 at 31 December 2018. 
 
Note 2: 
The difference relates to invoices raised by A&B Ltd. for €180,000 in respect of services in November 2018-
February 2019. There was a delay in sending these invoices and consequently the invoices were recorded by JT 
Construction Ltd. in February 2019. The €180,000 was recognised by A&B Ltd. in revenue for the year ended 31 
December 2018. 
 
Note 3: 
The date on Top Class Timber Ltd.’s confirmation was the 6 January 2019 which showed credit notes received 
during the first week of January for €65,000. These credit notes were recorded in the accounting records of A&B 
Windows Ltd. in January 2019, but relate to goods returned in November 2018. 

 
 
REQUIREMENT: 
In respect of the A&B Ltd. trade receivables confirmation process for the year ended 31 December 2018: 
 
(i) Outline key audit procedures that should now be performed in relation to each of the above THREE trade 

receivable balances.
     (9 marks) 

 
(ii) Prepare a proposed schedule of journal adjustments in respect of the above matters.      (6 marks) 

 
[Total: 25 Marks] 

 



4.  
 

(a) Reliance on technology in today’s society has led to a substantial increase in cybercrime. In turn, the impact of 
cybercrime on organisations is becoming increasingly significant in relation to financial statement audits. 

 
REQUIREMENT: 
Critically discuss the above statement.   (10 marks) 
 
 
(b) You are the senior in charge of the audit of South Ltd. (South) for the year ended 31 May 2019. South owns and 

manages a chain of ten gourmet sandwich outlets. Sandwiches are prepared on demand for customers, from a 
range of fresh ingredients that local suppliers deliver on a daily basis. 

 
You are aware that the directors of South are currently discussing opportunities for expansion and are pursuing 
a listing on the stock exchange. The listing rules of the stock exchange require compliance with corporate 
governance principles, and the directors have indicated that they are fairly confident they are adhering to best 
practice. You have documented the following in relation to corporate governance in South:  

 
Corporate Governance 
• The board comprises six directors; four executives who originally set up the company and two non-

executive directors who recently joined South.  
• Each director has a specific area of responsibility and only the finance director reviews the financial 

statements and budgets. 
• As the board is relatively small, and to save costs, the chief executive officer, Tom McBride, has recently 

taken on the role of chairman.  
• Tom McBride, originally set up the audit committee and he sits on this sub-committee along with the finance 

director and the non-executive directors.  
• The finance director and the chairman make decisions regarding the appointment and remuneration of the 

external auditors.  
• To save costs, an internal audit function has not been established to monitor internal controls. 
• The executive directors’ remuneration is proposed by the finance director and approved by the chairman. 

They are paid an annual salary, as well as a generous annual revenue-related bonus.  
 

The audit is nearing completion, and the audit manager is currently drafting the management letter to 
communicate relevant audit matters to those charged with governance.  

 
REQUIREMENT: 
 
(i) ISA 265 - Communicating Deficiencies in Internal Control to those Charged with Governance and Management, 

requires external auditors to communicate significant deficiencies in internal controls identified during the audit to 
those charged with governance.  

 
Identify and explain the attributes that are required to ensure such communications are effective.  (5 marks) 

 
(ii) Discuss FIVE corporate governance weaknesses faced by South Ltd., and provide recommendations to address 

each weakness in order to ensure compliance with corporate governance principles.
   (10 marks) 

 
[Total: 25 Marks] 

 

 

END OF PAPER 
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(a) Memo – Audit risks and testing approach 

Client: The Crystal Hotel Group Limited 

Year end: 31 December 2018 

To: John Morgan, Audit Engagement Partner 

From: Audit Manager 

Date: January 2019 

Subject: Audit risks and testing approach 
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91 mark for identifying each audit risk, 1 mark for explaining each audit risk,  

and 2 marks for identifying an appropriate response for each audit risk x 5 = 20 marks)  

(Format & Presentation 1 mark) 
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(b)  

 

• As 96% of the accommodation bookings are made online and there is a significant reliance on IT, there is a high 

risk of cybercrime. 

• It is important that the entity is using appropriate accounting systems and technology that is up to date and can 

reduce the risk of cyber-crime. 

• It is important that the organisation is able to restrict access to sensitive information by unauthorised individuals. 

The audit will check the IT controls the organisation has in place (such as usernames, passwords, how often the 

passwords are reset) to ensure they are appropriate. 

• The auditor should assess how the organisation protects the data it holds (this is extremely important in the 

Crystal Group as 96% of their bookings are made online). It is important that the organisation complies with 

GDPR. 

• The auditor should check the IT policies that are in place, and ensure they are being abided by all employees. 

• It is important that the auditor is made aware of any cyber attacks the organisation has faced, and if a breach of 

data protection has occurred. The auditor may be able to find out this information through management inquiries, 

a review of board minutes and media attention. 

• The auditor may bring in an expert to conduct and audit on the IT systems the client operates.  

• It a breach of data protection has occurred, the auditor will have to consider the financial implications of the 

breach and whether a provision has been recorded within the financial statements in accordance with IAS 37. In 

addition, depending on the extent of the breach, the auditor may have to consider if there is any impact on the 

going concern of the organisation in accordance with ISA 570, Going Concern. 

 

(1 mark for each valid point to a maximum of 5 marks) 

 

(c)  

 

- ISA (Ireland) 620 “Using the Work of an Auditor's Expert”sets out additional procedures arising when planning to 

use an expert: 

- Evaluate the competence, capabilities and objectivity of the expert (ISA 620, para.9) using (ISA 620, Para. A15): 

• Personal experience with previous work of the expert; 

• Discussions with that expert; 

• Discussions with other auditors or others who are familiar with that expert’s work; 

• Knowledge of that expert’s qualifications, membership of a professional body or industry association, 

license to practice, or other forms of external recognition; 

• Published papers or books written by that expert; 

• The auditor’s firm’s quality control policies and procedures. 

- Other relevant matters may include (ISA 620, Para. A17): 

• Relevance of the auditor’s expert’s competence to the matter for which that auditor’s expert’s work will be 

used; 

• Their competence with respect to relevant accounting and auditing requirements, for example, knowledge 

of assumptions and methods. 

(1 mark for each valid point to a maximum of 4 marks) 

 

 

(d)   
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SOLUTION 2 
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(a) IT Supplies Limited (ITS) 

 

IAS 37 states a provision should be booked where the following 3 criteria are met: 

1. There is a present obligation arising from a past event – The incident took place during the year, therefore 

this is a past event. In addition there appears to be an obligation whereby ITS does appear liable. 

2. Probable that an outflow of resources will be required to settle the obligation – From the information 

provided, the solicitor is confident the customer will win the case, and has estimated the amount to be 

within the range of €1,500,000 to €1,600,000. 

3. Reliable estimate can be made of the obligation: The solicitor has estimated the claim will be within a range 

of €1,500,000 to €1,600,000. Although there is a difference in the range of €100,000, this is not material. 

- As all of the above criteria have been met, a provision of approximately €1,550,000 (mid-point) 

should be recorded in the financial statements according to IAS 37. 

- As the client is not willing to record the provision, this will result in a modified audit report due to a 

disagreement with the client. 

- The provision is material, as materiality has been calculated at €1,200,000, however the provision is 

not pervasive.  

- The auditor will therefore issue a qualified opinion “except for”, as the journal has resulted in a 

disagreement with the client, and the amount is material but not pervasive. 

 

Natural Slate Company Ltd (NSC): 

- Modify the audit report, but not the opinion. 

- As the directors are willing to include a note fully disclosing the matter and they have prepared cash flow 

projections, there is no disagreement or limitation of scope. 

- There is a significant uncertainty about the going concern, which is fundamental to user’s understanding 

of the financial statements. 

- Per ISA 570, if adequate disclosure about the material uncertainty is made in the financial statements, the 

auditor shall express an unmodified opinion and the auditor’s report shall include a separate section under 

the heading “Material Uncertainty Related to Going Concern”.  

- The section should draw attention to the note in the financial statements that discloses the matters; and 

state that these events or conditions indicate that a material uncertainty exists that may cast significant 

doubt on the entity’s ability to continue as a going concern and that the auditor’s opinion is not modified in 

respect of the matter.  

 

Central Building Supplies Limited (CBS): 

- Modify the report and the opinion due to the inability to obtain sufficient appropriate evidence on which to 

base the opinion (limitation of scope).  

- The amount of inventory is material as it is greater than 5-10% of profit before tax and 1-2% of total assets. 

- Consequently the possible effects on the financial statements of undetected misstatements, if any, could 

be material. 

- The issue is unlikely to be pervasive as it is confined to specific elements in the financial statements and 

any error in inventory is unlikely to represent a substantial proportion of the financial statements.  

- The opinion should be qualified and there should be a paragraph explaining the reasons for the inability to 

obtain sufficient appropriate audit evidence.    

 

(1 mark for each valid point to a maximum of 5 for each company x 3 up to a maximum of 15 marks) 

 

(b) The sufficiency of previous work on cash flow forecasts is set out below: 

 

- Prior work considered forecasts to the year ended 31 December 2019. Going concern (ISA 570) must be 

evaluated for 1 year from the date the financial statements are approved; 

- In this instance, this would require the auditor to consider the period to 30 June 2020; 

- Typically, we would expect management to extend their forecasts beyond 31 December 2019, for another 

6 months to 30 June 2020; 

- The auditor should review these forecasts and consider the following: 

o Compare forecasts performance against prior year actual; 

o Compare key working capital ratios per the forecast against prior year actual (e.g. trade receivable 

days, trade payable days, inventory days); 

o Check mathematical accuracy of the forecast; 

o Agree the opening cash position to the bank statement or audited financial statements; 

o Perform sensitivity analysis – e.g. “what if” revenue fell by 10%? 

- Consider the impact of any subsequent events which may require an adjustment to the cash flow forecasts, 

e.g. loss of customers, fire etc. 

(1 mark for each valid point up to a maximum of 10 marks) 
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SOLUTION 3 

 

(a) Memorandum 

To: Audit trainees 

From: Audit senior 

Subject: Importance of quality control procedures 

 

- In order to ensure all assurance engagements are carried out efficiently and effectively it is important the 

auditor carries out quality control procedures. 

- ISA 220 Quality Control for an Audit of Financial Statements, paragraph 12 states that: 

“The engagement partner shall be satisfied that appropriate procedures regarding the acceptance and 
continuance of client relationships and audit engagements have been followed, and shall determine that 
conclusions reached in this regard are appropriate.” 

- Each registered auditor is required to establish and maintain quality control procedures appropriate to its 

circumstances. 

- The firm’s programme of quality assurance inspection has, as its main objective, to ensure that all 

engagements are conducted in accordance with the relevant policies and procedures. 

- It is important they meet user’s expectations/provide a reliable service. 

- The work undertaken is performed to a high standard/provides value for money/in an efficient and cost-

effective manner. 

- The requirements of the Inspection Units/Auditing Standards are satisfied. 

- They enhance the reputation of and increase confidence in the profession. 

- To protect the assurance provider against negligence claims and disciplinary procedures. 

- To ensure that engagements are only accepted for services for which the firm has the necessary 

competencies. 

- To ensure that the predecessor auditors have been contacted to ensure there was no unusual 

circumstances surrounding their removal or resignation from their position of auditor. 

  

(1 mark for each valid point up to a maximum of 9 marks) 

(Format & Presentation 1 mark) 

(b) 

(i) Note 1: - Confirm trade receivable invoiced in sterling (£) 

- Retranslate €265,100 using independent FX rates as at date of invoice. 

- Agree payment of €50,000 (£44,500) to remittance and follow through to the bank statement. 

- Ensure €50,000 (£44,500) payment related to pre-period end invoice. 

- Confirm that payment was received by A&B Windows Limited post year end 

- Ensure balance is correctly recorded at year end rates. 

- Ensure that FX gains/losses are correctly calculated and included in income statement. 

 

Note 2: Agree amounts to invoices 

- Verify the period of the invoices for November & December 2018. 

- Verify that sale of products occurred in this period. 

- Understand why there is a delay in sending these invoices and consider wider implications. 

- If sales occurred evenly through 4 month period – cut off adjustment required at 31 December 2018. 

 

Note 3: Agree amounts and details to credit notes 

- Confirm that these credits relate to pre-period end sales. 

- Confirm goods were returned in November 2018 – agree to signed goods received notes. 

- Confirm posting of these credit notes in January 2019. 

- Inquire with management why delay in recording credit notes. 

  

(3 marks for each trade receivable balance x 3 up to a maximum of 9 marks.) 

 

(ii) JT Construction Ltd: 

Journal to correct the cut off errors on sales: 

DR Sales 90,000 

CR Trade receivables 90,000 

 

Top Class Timber Ltd: 

Journal to correct the sales returns not appropriately recorded: 

DR Sales returns 65,000 

CR Trade receivables 65,000 

(3 marks for each correct journal entry proposed– maximum of 6 marks) 
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SOLUTION 4 

 

(a) Importance of cyber security 

 

- Today, there is a significant increase in cybercrime due to the reliance on technology in all aspects of life. 

- According to the National Cyber Security Centre, “Cyber risk is now one of the most commonly talked about 

topics as the impact of cybercrimes reaches an all-time high.” 

- It is vital that all businesses today, invest in cyber-security in order to protect themselves and their 

customers. 

- This is an extremely important topic for management in all organisations, due to the increase in regulations 

and reporting requirements. 

- In May 2018, the EU introduced GDPR (General Data Protection Regulation), and now organisations can 

be faced with fines up to 20 million euro or 4% of annual global turnover for non-compliance with the 

regulations. 

- As most people in today’s society rely on technology in all aspects of life (laptop, iPad, iPhone), there 

sometimes can be a fine line between work and their personal life, which significantly increases their 

vulnerability to a cyber-attack. 

- As cyber-attacks are becoming increasingly sophisticated, it is important that organisations have 

appropriate IT security in place. 

- Although the technology is extremely important in preventing a cyber-attack, it is vital that staff have 

received training in order to be aware of the processes to be implemented, and how to identify when they 

are coming under threat. 

- If an organisation does not have appropriate measures in place, they may also suffer non-financial costs 

such as damage to their reputation and loss of trade – this may impact on going concern. 

 

Role of the auditor 

 

- In accordance with ISA 315, ‘Identifying and assessing the risks of material misstatement through 
understanding the entity and its environment’, the auditor is required to carry out various risk assessment 

procedures in order to gain an understanding of the entity and its environment. 

- The auditor should consider the following factors: 

o Accounting systems and technology – it is important that the entity is using appropriate accounting 

systems and technology that is up to date and can reduce the risk of cyber-crime. 

o General IT controls – it is important that the organisation is able to restrict access to sensitive 

information by unauthorised individuals. The auditor will check the IT controls the organisation has 

in place (such as usernames, passwords, how often the passwords are reset) to ensure they are 

appropriate. 

o Data Protection – the auditor should assess how the organisation protects the data it holds (this may 

be increasingly important where the entity has online sales). It is important that the organisation 

complies with GDPR.  

- It is important that the auditor is made aware of any cyber attacks the organisation has faced, and if a 

breach of data protection has occurred. The auditor may be able to find out this information through 

management inquiries, a review of board minutes and media attention. 

- If a breach of data protection has occurred, the auditor will have to consider the financial implications of 

the breach and whether a provision has been recorded within the financial statements in accordance with 

IAS 37. In addition, depending on the extent of the breach, the auditor may have to consider if there is any 

impact on the going concern of the organisation in accordance with ISA 570, Going Concern.  

 

(Importance of cyber security - 1 mark for each valid point] x 5 = maximum 5 marks) 

(Role of the auditor – 1 mark for each valid point x 5 = maximum 5 marks) 

 

(b) 

(i) - The report should be communicated in a timely manner to allow the management to take appropriate action 

promptly. 

- The report should be communicated in writing in a clear language to avoid any confusion or 

misunderstandings. 

- Communicated to those charged with governance to ensure that there is appropriate authority to take 

corrective action. 

- Include a description of each deficiency, possible implications and recommendations to ensure there is 

sufficient information to understand and correct the deficiency. 

- The extent, form and frequency of the report should be appropriate to the size, type and nature of the 

organisation. Points included should be of sufficient importance to ensure information provided by the 

auditor is useful and can be acted upon. 
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- Include any management comments, indicating if the point raised is accepted by management to aid the 

understanding of those charged with governance. 

- Include a disclaimer to reduce the likelihood that third parties seek to rely on the report. 

 

(1 mark for each valid point x 5 = maximum 5 marks) 

 

Page 21



(ii) 

 

 

(1 mark for each weakness up to a maximum of 5 marks and 1 mark for each recommendation  

up to a maximum of 5 marks.– Maximum 10 marks)
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