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This article is a partial summary of sources on data science and analytics. This is written to highlight 
some of the key challenges and risks associated with ethics in analytics. Interested readers are 
suggested to refer to references and further readings therein, for a broader discussion and for 
insights.   
  
Summarised by David Hawe PhD on behalf of the Examinations Team for Strategic Level – 
Data Analytics for Finance, March 2023.  
  
Ethics in the Practice of Data Analytics 
  
Introduction  
 
With the arrival of the European Union’s General Data Protection Regulation (EU GDPR) [1], much of 
the discussion around ethics has focused on data protection. This regulation provides clear 
instructions in terms of protecting individuals when their data are processed and limiting the free 
movement of these data. This article will touch briefly on several topics that have been of general 
interest in recent years. For a more in-depth treatment, the reader is referred to literature.  
 
Digital Age of Consent 
 
In terms of what is considered ethical, the EU GDPR defines what is needed in terms of consent from 
a data subject, as well as requirements when it comes to attaining consent to process the data of 
children. The regulation defines sixteen as the age that a data subject can consent to their data being 
processed. This is noteworthy as previously, there were discussions in Ireland regarding the “Digital 
Age of Consent”, with proposals to have this set as low as 13 years of age [2]. The differences in views 
around where the digital age of consent should lie is one key example which shows that ethics are, to 
some degree, dynamic. In terms of ensuring that an analysis is compliant with modern ethics, there 
are sources of guidance available in literature [1,2,3,4,5]. 
 
Discrimination – Gender and Race 
 
In an Irish context, there has been much debate around both insurance and pensions, particularly how 
companies in the industry had been using gender as a basis for determining premia for customers. 
This has since been forbidden by the European Union [6]. Prior to this, insurers argued that there was 
actuarial evidence to justify men paying a higher premium for their car insurance, due to a higher 
likelihood of claiming or women paying more when buying pension annuities, due to their average 
lifespan being longer. However, many would argue that discrimination such as this was unacceptable. 
It is noteworthy that this change came about just ten years ago. Discussions such as this one could 
have readers wondering if there are scenarios where discrimination based on gender remains today. 
 
An article published this month by the Wall Street Journal [7] discusses outcomes based on different 
treatment protocols for prostate cancer. One line in the article that may catch a reader’s attention 
states, “It is the second-most-common cancer among men in the country after skin cancer and 
disproportionately affects Black men.” Here, an analysis has been conducted around the likelihood of 
different groups in acquiring this disease. The conclusion is that there is a higher probability of 
acquiring this disease if you are black and male. This is in a sense highlighting differences between 
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groups based on race. It does however potentially help clinicians in diagnosis and treatment and is 
therefore considered appropriate. There are alternative views on this topic. In a recent article, 
Dordunno et al. [8] argue that race should not be used in this context, arguing that confounding 
variables are the main driver of the disparities with race.  
 
This author suspects that there will be much discussion on this topic in the coming decade and would 
expect that this is a question that will be answered after much scientific discussion. Social scientists, 
who in some cases argue deprivation in minority communities is the driver in the differences in 
outcomes will feed into these discussions [9]. It is worth noting that the use of race in analysis, is 
limited, as it is considered a special category of data in the EU GDPR. Care should be taken to ensure 
that if race is to be considered, it is done in line with both what is considered ethical and that which is 
legally permitted.  
 
Discussion 
 
While this article has reviewed several sources in literature, it is worth noting that what is considered 
acceptable at one point in time can change dramatically in a short window. Anyone who has a hand 
in analysing data,  reviewing data analysis, conducting surveys, or working in any area that is in some 
way related to data analytics is strongly encouraged to keep up to date with the ethics of the day. 
Articles from professional bodies such as the Royal Statistical Society and Institute and Faculty of 
Actuaries [10] and American Statistical Association [11] would be good references in this regard, as 
these organisations by their nature will be expected to keep their ethical standards in the practice of 
analytics up to date. Readers are also encouraged to avoid absolutes when it comes to the topic of 
ethics. Many would argue the use of race in analytics is not appropriate, however as is seen in some 
of the material reviewed in the previous section, this is widely used for example in healthcare and 
generally this is seen as ethical, as it has the potential to have a positive impact on subjects’ outcomes. 
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